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Abstract: The advancement of private gas Advanced Metering Infrastructure (AMI) necessitates the
establishment of robust security operation techniques and guidelines to address the existing gaps. In
order to enhance market competitiveness, it is imperative to conduct thorough research on the security
aspects of gas AMI. One crucial consideration is the fact that gas AMI operates on battery power,
making the implementation of security measures a potentially risky endeavor from an operational
standpoint. This paper aims to address these challenges by presenting comprehensive simulation
results that explore a range of security techniques specifically tailored for gas AMI. These simulation
results serve a dual purpose: not only do they provide valuable insights into the effectiveness of
different security approaches, but they also lay the groundwork for a management and operation
standard guideline for ensuring public energy security. By analyzing and evaluating the simulation
outcomes, this study seeks to offer practical recommendations and best practices that can be adopted
to safeguard the security of gas AMI systems. This, in turn, is expected to have a positive impact on
market competitiveness. By bolstering the security of gas AMI, energy providers and stakeholders can
instill confidence in consumers, thereby fostering a favorable business environment and strengthening
their position in the market. In conclusion, this research endeavors to bridge the gap in security
operation techniques and guidelines for private gas AMI. By addressing the unique challenges posed
by battery-operated gas AMI devices and offering valuable insights through simulation-based analysis,
this study aims to enhance market competitiveness and ensure the robustness of gas AMI systems in
terms of security.
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[Table 2] The Results of Inter Authentication Time Measurement

j 28 A17Hms)

i 128 TEI)DZS 256 128 STQ-l 256 GMAC 128 STE';EZ 256 ECDSA
gg‘;&; 0.0012 | 0.0012 | 0.0013 | 0.0012 | 0.0012 | 0.0012 | 1.2000 | 0.0050 | 0.0050 | 0.0050 | 25.9900
E%Sti 0.0013 | 0.0012 | 0.0013 | 0.0012 | 0.0012 | 0.0012 | 1.1800 | 0.0050 | 0.0050 | 0.0080 | 26.1200
1%%)&6 0.0015 0.0012 0.0016 0.0013 | 0.0012 0.0013 1.4600 0.0060 0.0050 0.0050 | 25.9100
l%gﬁe 0.0015 | 0.0012 | 0.0013 | 0.0017 | 0.0012 | 0.0013 | 1.2800 | 0.0050 | 0.0050 | 0.0080 | 26.2300
Zitk?yc'ie 0.0015 | 0.0012 | 0.0021 | 0.0012 | 0.0013 | 0.0013 | 1.3900 | 0.0060 | 0.0050 | 0.0060 | 26.2300
2&;(;26 0.0015 | 0.0012 | 0.0021 | 0.0012 | 0.0013 | 0.0012 | 1.3700 | 0.0050 | 0.0060 | 0.0060 | 26.0800
Sszg)yc'ze 0.0012 | 0.0027 | 0.0021 | 0.0012 | 0.0013 | 0.0013 | 1.5000 | 0.0050 | 0.0050 | 0.0050 | 26.4900
3c2:kt)c;/§ce 0.0012 | 0.0023 | 0.0025 | 0.0013 | 0.0012 | 0.0013 | 1.5500 | 0.0060 | 0.0050 | 0.0050 | 26.1300
4?)tt?yc’ze 0.0023 | 0.0021 | 0.0021 | 0.0012 | 0.0013 | 0.0013 | 1.7200 | 0.0050 | 0.0050 | 0.0050 | 26.4700
4%:)(;/1 0.0025 | 0.0021 | 0.0021 | 0.0013 | 0.0012 | 0.0013 | 1.7200 | 0.0060 | 0.0060 | 0.0050 | 28.6000
458tk())yc'ie 0.0026 0.0024 0.0021 0.0013 | 0.0014 | 0.0014 1.8500 0.0050 0.0050 0.0050 | 29.1700
4(é:kt)(§e 0.0021 | 0.0024 | 0.0021 | 0.0012 | 0.0013 | 0.0013 | 1.8700 | 0.0050 | 0.0060 | 0.0050 | 26.1700
586tk())y(ie 0.0021 | 0.0021 | 0.0026 | 0.0025 | 0.0026 | 0.0026 | 2.0800 | 0.0050 | 0.0050 | 0.0070 | 26.6700
5%:)2/‘1 0.0021 0.0021 0.0023 0.0024 | 0.0028 0.0025 2.1000 0.0050 0.0050 0.0080 | 26.0300
Gitk;)y(ie 0.0022 | 0.0023 | 0.0021 | 0.0028 | 0.0033 | 0.0027 | 2.4200 | 0.0050 | 0.0080 | 0.0090 | 26.5200
G(ikt)(;/ie 0.0022 | 0.0026 | 0.0021 | 0.0026 | 0.0028 | 0.0027 | 2.2900 | 0.0060 | 0.00700 | 0.0080 | 26.5200
[3£ 2ol tigt 2@z (19 8]e] HeEE ol AU

[3E 3] A7l B4 F A B3 22 A8 A 574 A9

[Table 3] Time Measurement Results of The Temporary Integrated Model During Session Key Generation

4 241 2ms)
Party U(Zeto] I E) Party V(X #)
R
Az |, 25 | g AFA WP | BE |
i VM anas wan | 2 el Awas e oama T
ET 34 Er 94 | B4
Ephemeral
Unified Model 5.15 - 5.73 0.01 - - 5.58 711 0.01
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[E 4] A47) A4 5 Q92 s v 9 4 55w 2ex3 34 43
[Table 4] Measurement Results of Time Required for One-Pass DP-Hellman Model and Static Integration
Model During Session Key Generation

28| ZHms)
At Party UEzo| A E) Party V(A H)
= Nonce | <Al 71% | 3 vkt | A4 UM 1% IR ouER | AR
A A3 34 A4 A3 34 A7
One-Pass
Diffie-Hellman 431 4.01 0.01 3.98 0.02
Static Unified | 3.99 0.02 4.08 002
Model
[% 5] &33} 2eAzF &4 Ay
[Table 5] Measurement Results of Encryption Time
AR glo] W3 EERER AAAE 3 13
2 o+ 2 QAZE (ms)
T'__._ '_ nr -_
L312)F | Authenti- | Encryption Alég][ggt' Sizlnga::ﬂlre Authenti- | Encryption Alég:ggt'
cation Only Only Encryption Only cation Only Only Encryption
ARIA128| 0.07108 0.00154 0.07262 26.15740 0.07312 0.00141 0.07453
LP

12 13) | AES128 | 0.08147 0.00489 0.08636 26.47100 0.08350 0.00476 0.08826

AE | ARIA256]  0.06936 0.00124 0.07060 25.93778 0.07244 0.00124 0.07368

(672byte)
AES 256 | 0.08014 0.00489 0.08503 25.99778 0.08305 0.00476 0.08781

ARIA128| 0.07104 0.00137 0.07241 26.11720 0.07034 0.00141 0.07175
LP

1Y 23) | AES128 0.08133 0.00491 0.08624 26.29680 0.08062 0.00496 0.08558

AE | ARIA256]  0.06906 0.00117 0.07022 25.96444 0.06925 0.00116 0.07041

(336byte)
AES256 | 0.08020 0.00486 008506 | 2595300 | 0.08068 0.00485 0.08553

ARIA128| 0.07099 0.00140 0.07239 26.14660 0.07029 0.00144 0.07173
LP
1Y 43) | AES128 0.08106 0.00505 0.08611 26.34600 0.08053 0.00468 0.08521

AF  ARIA256|  0.06902 0.00119 0.07021 25.87000 0.06913 0.00117 0.07030

(168byte)
AES256 | 0.08021 0.00488 008509 | 2591330 | 0.08037 0.00484 0.08521

ARIA128| 0.07097 0.00142 0.07239 26.14380 0.07026 0.00147 0.07171
LP

1Y 63] | AES128 0.08104 0.00506 0.08610 26.26800 0.08061 0.00460 0.08521

A% ARIA256| 006901 0.00119 0.07020 26.00667 0.06902 0.00116 0.07018

(112byte)
AES 256 |  0.08022 0.00480 0.08502 25.96600 0.08051 0.00468 0.08519

ARIA128| 0.07099 0.00136 0.07235 26.27380 0.07022 0.00137 0.07168
LP
19 123] | AES128 0.08120 0.00482 0.08602 26.36040 0.08042 0.00469 0.08511

A% ARIA256| 006931 0.00121 0.07052 2597222 0.06893 0.00119 0.07012

(56byte)
AES 256 | 0.08020 0.00470 008490 | 2603100 | 008012 0.00494 0.08506

ARIA128| 0.07094 0.00138 0.07232 26.28960 0.07077 0.00151 0.07228
LP

1Y 243] | AES128 0.08106 0.00487 0.08593 26.30020 0.08031 0.00460 0.08491

A% ARIA256| 0.06894 0.00122 0.07017 25.83222 0.06888 0.00115 0.07003

(28byte)
AES256 | 007996 0.00476 008472 | 2597000 | 0.07999 0.00505 0.08504
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[Fig. 9] Session Key Generation Algorithm Performance Comparison Performance
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[(19 10] 3 &4 dags A vl

[Fig. 10] Crypto Communication Algorithm Performance Comparison
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