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Abstract: With the development of information and communication technology, attack techniques of
information and communication systems are gradually developing, and cyber attacks damage such as
viruses, hacking, and information leakage are increasing. Accordingly, the ‘Ministry of Science and ICT’
and the ‘Korea Internet & Security Agency’ have published " A Guide for the analysis and evaluation
method of technical weaknesses of major information communication infrastructure ; and " A Guide
for Cloud Vulnerability Check ; encouraging users to take measures for vulnerabilities. Computers in
the company are checking vulnerabilities according to guide and in-company security policies, but
personal computers are poorly checked due to lack of user awareness or budget and manpower, and
security threats targeting to individual users are rapidly increasing. In this paper, we would like to
propose program, a program that streamlines vulnerability checks, compares and analyzes guidelines,
related instrcutions, and vulnerability check software to check vulnerabilities in Windows PC systems.
This program simplified the operation procedure of the vulnerability check program to improve user
convenience, and unlike other vulnerability check software, it automated the process of taking action
after vulnerability check. In addition, computer security could be improved by including additional
vulnerability check items in addition to the items checked by the existing vulnerability check software.
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[Fig. 1] A Guide for the Analysis and Evaluation Method of Technical Weaknesses of Major Information
Communication Infrastructure, PC Vulnerability Analysis and Evaluation Items
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[Table 2] Program Action Before and After Screen
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