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Abstract: The SMPC (Secure Multiparty Computation) protocol is an encryption protocol that allows
multiple parties to perform computations on their respective input values without revealing the inputs
to each other, while obtaining a jointly computed result. Looking at the progress of My Data in the
domestic health and medical field, the demand for medical services from consumers (citizens and
individuals) is rapidly increasing. There is a growing interest in health-related matters, and with the rise
of ICT-based healthcare services such as transmitting hospital medical records and test results as data,
medical big data is being generated and stored. However, these data are not being properly utilized. With
the amendment of the Data 3 Act, there is a significant increase in expectations regarding the utilization
of healthcare big data. Additionally, with the advancement of artificial intelligence, there is a
considerable focus and investment in the medical Al industry, which raises concerns about the protection
of personal information. Concrete measures are required to address the scope of providing medical
information and the security of sensitive personal information, including information processed from
medical professionals' expertise. This paper aims to introduce the Multi-party PSI based on Multi-Point
OPRF(Oblivious Pesudo Random Function) as a solution to address privacy protection in such a My Data
environment and proposes methods for its application.
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CAFZE o 2K (Multiparty Computation: MPC) L2 EZFL2 dubyg oz H|d FH7]5 7|&
=

&R ASATHENT). DY) FH ZREIS B So] fuksl Agstu, A1
2191 %9 Gol, o), Hol7k 27} 5,9, 78 thre] AL A% 9% A3 o] F @
Hol 718 BAIG AL AU/} 219 A2 d 5 POoBE nok] g WP =
oot 4 FsAE AHA R Fobfrh ol tet AWOE Shamir7h obehsh 2

7] & HS ARSI THT.
Dol FgAte] s t<n?d t+1 M A (xpy)i=62,...t+1 = A= Hd ¢
2 & gl disl 7HQ17] s = q(0)= 7HE gk
2) olw A7} vEIE EFH e vl Fom udAS Fute s& 7E F

¥2,

o

3) BAe AReA AEH, 2 Aol Ar 148 FoiA ], el AL sie)
A =i

36 Copyright © 2023 KCTRS



Application of SMPC (Secure Multiparty Computation) for Privacy Protection in MyData Environment

AR OR y = () + g0 +h0) =x+21 Y& % F ATk
3.2 OT(Oblivious Transfer) X2 E 8]

OT ZREFE Rabindl ofs] 1981d A& /AFATHE]. SAAZE FAIAA
&

HAA S ST o, $AA7E A8 ARE FAR A =SA71A] FouA dFsie
ZREFOIY. 0T AR AFdA AR H3s 7EAdS HAss o3t
TREFZE AR bdstar JHQIFE HIEE 93 FEuS FEd HME

(

7FA 7]%&olth o]F OTE SMPC LREFHO 7| 7]&=2 ALgst7] 9]
2 sk HATH9). OT Z2EE2 ofefel 2

) F2A= F A WAA memy & 7HAA doem, T F e FAIAIA
AEetH il gty AR AR o Al w2 HAIX]E 3

2) $AAE T MY AT pq E AESA O woE n(n=pxq)= A3t 1d
57171 d ¢ 3H7] e & WA A

3) FAAE T O x, vy WEHSHA AEste] FAA A Bl 4= b, be
{0,13¢} r& WA AES = 1 F x5 A

4) FAAE AR 7] r & G533 v, v=(xp + r)mod nS SR AR Al Bt

5) FAAE e 2ol kg ky S ARNST kg = (v —xp)*modn k, = (v —
x)%mod n.ol|W ko k, & 5 StHE k 9 &S Aoy F2 vt ouvt gls Fojtth
SHAINE FAIAE A9 bk E27] "ol kg, k5 A=Al 1} F2AE & T
sitt.

6) SAAE my = mo + ko, mi = my + k& AASI AR A B BT

7 FAAE e 27 "R my=my+r £ & F Jdoy ko, =(w-

Xi_p)imod n FL ANV S gloEE my_ e & 5 gtk

1 1-out-of-2 OT

Sender Receiver

a . eon] @

Oblivious

Transfer
—
b

[Z2¥ 3] OT(Oblivious Transfer) ZZ &5 oA

[Fig. 3] Example of OT(Oblivious Transfer) Protocol

3.3 PSI(Private Set Intersection)from a Polynimoal based OPRF

Private Set Intersection(PSI) 7]%-2[10] oA ZtAte] AW E 717 F Foixlrt Aol A
Ane] ARE AT @F1 FoH FEE e TRZEZFoIH, HAA, FHEAA,
A % Ak Fo] Fof &84 5 At} o] 7= ol o] aokd 5 9l

T oozt A7 A A vkl MRS FAAE xg,x, ., x,, TAAE
V1Yo o Vo = APASHA AWty 98] 7 oAb FJEel A4 ge 2o
7Hgstal AR digk AH e FfFSkA et PSI ZREZY WAl ool Frh
37|14 F,(x)T Oblivious Pseudo Random Function PREj(x)°]t}.

1) &AIA= PRFO] AH&3 B[ 7] kgbs Ao

Copyright © 2023 KCTRS 37



Application of SMPC (Secure Multiparty Computation) for Privacy Protection in MyData Environment

2) ¥ FAAE nY oTE AgEc) . iHA Ao FAE kS g€t
FAAE Bolo] zha gl A4y, 2 dEste] F(y)E A
F(x)E Axtste] 21210 Al A Eghet
Fr )¢t F(x)E Plalste] nggehs 3k

OT7IW PSIS] A4t HEREE X={x,xp . %} Y={y, V2 .9} 2 B ZF 929
sturtth OTAIAHS ol RESSfof &Rz HE Xo d47F n’l 4% 0on?) o ALt
SHE7F vt ol vk HolH7F tigolebyl Hatieel] ik o] dasit &
Aot

g oT7|eke] b oAbzt ALke] i W o' Kolesnikov S[1112 1 E
parse OTEE H}IF o2 & PSI Z2EZS AQMeE b ). 7]&
2ol Has) ojds] B2 AMdFS

Adekazp el thake] wAIAE

o
H
(K
il
i
H
(o3
Sl
5
o
o
td
rln
>
X,
=
=
o
o
—
X

185 7387 $13] OPRFE A}8-315lt)h. A& A3 Sparse OTE 7] PSI
SHI AN BHE7F 40% HAE Ao R Es R TH10].

Sender

Receiver

=

Y ={138}

Rand
e S el |

Xny={3}

ZTATA

[ZL¥ 4] Oblivious Tranger”|HF W2 A4 T2 EF of A

[Fig. 4] Example of Random Oblivious Transfer based Private Set Intersection

£

FAF AT AN T2EF

b

B oA wloldlolE M2 X8-S $3) Pinkas, Kolesnikov 5 [10][11] ©] #|<Fsk
Sparse OTE 7]4¥F PSI L2 EZFS 7|WFO 2 3} Polynomial-based Oblivious Pseudo Randon
Function (POPRF)Z A¢tstt}t. 7] [10][11]914] ©5 A]% Oblivious Pseudo Random
Function(OPRF)2} [11][12]°14 #I<¢k3E Oblivious PRF(OPRF) & #4alo]l = 39 o4t
OxzE FFo X (Multi-party) S 7HEE tE Al (Multi-Point)2 2t T2 (Polynomial
Interpolation) 7|8k PSI ZREZS ARt Adtsl= A9 AA7]=E [12]004
Aokt 31y o] thrpzre] v 7| E A E 283} zero sharingS A SFe] 3104 Ayt

o

Shamir sharing & %83} %13 Polynomial-based Oblivious Pseudo Randon Function (POPRF) S
Zigkow gtk AlRbele ETREZFS [13]914 AHEe] EAIHI TH7] Ak

38 Copyright © 2023 KCTRS



Application of SMPC (Secure Multiparty Computation) for Privacy Protection in MyData Environment

ArrgEe]l FEAZ WA AL, [14]004 Alerdt v F7EAZE PSI TR EFS 7| AEH]
dlolE o] A 7] FgFS WA ¢k

4.1 Three-Party Private Set Intersection From a POPRF

AA 3ol FrbAtel dis PSI ZREZo| tis] AEEct 31 7 Py, P, P3 7F
Zvo] A3 Xy ={xiyxly, . xip)c{0,1y & Z3 dua g R o2
dattt. A7k PP, o WAMY Xp=XnX, S P, o AEE FEHS o] ¥,
X123 =X12NX3 & P39 =L F2HFo] Hof BFo WA &

o _I}L

1) P,Py,P; o thetel ZE ke [m] ol distel, P, PRFO] AHEE HIW7] {el |k €
[m]} Q1 k#bs F29= e

2) P,2tP, = OPRF ely, = F,(e'y) & 233}
- Py FARTE Ho] {(xly,, Fe(esty) |k € [m])} &2 TaAS Fato] thala o A
& HEe

o

4) P, & mpA| 9t

4.2 Muti-Party Private Set Intersection From a POPRF

4.1 & FFste] v ALd BW, n>3< FAR PP, . P, By ol HEA PP
< FE AT X nx,n..nX; = 7F F Ak o yeprt HAAR p,p S F
T x;n.nx; & 7 F ol olH@ AL P ok 7 et or dEets AUkl A
e A S Avke g v Aotk 7 AVRAE diolH e wAbd S ErehA o
ot wAHE At 5 Qlof ofelA YA gl AT A Feu wEk F
HA] ARV =E2HA Eae ondd

n>3 Q1 FAR PPy, Py, By O TSk Zpzbe] %04 =l A X, =

{xiy,xty, o xtpn} {01} & 7HA A driar 7Rt 7)o
dao AF m = #Ava 7HAstar A2 g Aue= &
TR F(Multi-party) T A] & (Multi-Point OPRF) PSI X 2 & Z o] A= ofgje} Zoj([1¥
51 #x). 97|14 F,(x)= Oblivious Pseudo Random Function PREj(x)©]T}.
1) 2E o2 n9¥ PP, .., P, ..., B, o O3] 2E i€[n], k€ [m] o Wstdd, p=
PRFO AHE-E 7] (st |jen]} o kats FA9= A
2) BE ije[n], ;%P = OPRF F(s"/y) & At
- P FAATE Hoy {(xly, Fe(sH) [k e [m])} o2 w32 S whso] v A

e
s dE3h

i

Copyright © 2023 KCTRS 39



Application of SMPC (Secure Multiparty Computation) for Privacy Protection in MyData Environment

-

- P = AT Hol X = {xdy, 10y, 20, ) B GE e

H
- (= g Fe(st) = F(s™y)) 9 mAbglS Atetel awgde @

3) 0l W AR Fu e 9o 52 20| 98 Yl p & AT
4) Py 7F HE7F Ho nAE o WS AAge

Receiver Py Receiver P,

0 OT Extension O

+
X = {x1,x2, -, Xn} Interpolate polynomial Y ={y1, Y2 Vn}
Over a large field
(x, Fe(xi)) |—1 e Fe (i)

The polynomial hides Receiver’s
input 7 /\

OT Extension
+
Interpolate polynomial
Over a large field

Z = (21,23, Zn}
(zi) F (1))

[ 51343 TF AR oA A 9RE LSS mab Qb ZREaEel us
279] AR} Ty FARE 71)

[Fig. 5] Three-party PSI Protocol Using the Proposed Oblivious Pseudorandom Function(assuming one
sender and two receivers)

Leader P,
Xy = {xty, %%, x% ) Xyo= ety x%y,0 0%}
POPRF " Polynomial POPRF
coefficients
XiN-X..nX..n X,
(2 Fe(522,) [k € [m]) (' Fie(s"x) Ik & [m])
Polynomial
coefficients
POPRF
P, P;

X, = {x?,x%,, -, x2 ) ! X = {xiyxty, - xin}
2 { 1 2 1?’.} (x}k'Fk(Sl'Jk)lk c [_’n]) i 1 2 m

(1% 6] n AL G4 A FEE

>
>
ofo
o
£l
_>|“I_'4

X
Q
ad
[k

2R Irish n - 199

[Fig. 6] Multi-party PSI Protocol Using the Proposed Oblivious Pseudorandom Function(assuming one
leader)

40 Copyright © 2023 KCTRS



Application of SMPC (Secure Multiparty Computation) for Privacy Protection in MyData Environment

el AR/ v 7S PR bRk oAb dksMPO)yE 913 hEs)
TREZ el AMESIY 2 =M AlRbshs WA 7]Ee] FARE SMPC
o118 =S A3 OT based PSI T2 EZS 3431o] nlo] o] 7o e <FAdk
Hlole] &5 98] 3% o]de] thg ARt dabs F3 P ARz IAHSMPO)
TREZS 2t ALY ZREZI AR dye] ZREZ dlus (% 1%

2 15].

=5

[3£ 1] n ARF PSI ZEEFO] B4l Bt 2y vl

[Table 1] Comparison of Communication Complexity of Multi-party PSI Protocols Using[15]

Protocol Cor;lar?;ni;;tiioi cl(Tr.rlllp’lzidty Security Model
[14] O0(mn), m: the size of data set Semi-honest
[16] o(m) Semi-honest
[17] o(m) Semi-honest

Our Portocol 0(m) Semi-honest

BEE wpo] dHolE QM= MAARSY BEE Pl 2¢lo] zta = A AR
UAa Yi 7]’ O]‘H Fk(y,-)% 7#]}1\_].'6]'1 iii—é“oﬂ 791%

PR RAL dde FPT ¢ S Aot FF ATHdems
AR Atrlell 2 Alold 7] A2 tlolH e kg2 wlg- Fol i Ho]F
deolels W3 dolgel #H&strlele= Adsid AL Hely -S4l HgA o]
A3 dEAA gizd HaE = 5 Uvhe @Rl Utk 77
Mt ArbsdS Eol=s dags Hsto] Hu FA|SRste] A wlol
S0l dddste] o AnE gelajR At gt

O > Hir gl 2 of
T oo 2 go x o0

=

6. At 2

B HABARY Yo IFHAMNAANTY WA w7 Ed T e
Aol ko] o] Folx A (FAHSE HI23C0733).

References

[11] H. Eun, Ubaidullah, H. Oh, Efficient  Outsourced  Multiparty = Computations  Based  onPartially
Homomorphic Encryption, Journal of The Korea Institute of Information Security & Cryptology, (2017), Vol. 27, No.3,
pp-477-487.

DOI: https://doi.org/10.13089/JKIISC.2017.27.3.477

[2] S. Y. Lee, K. K. Byun, S. W. Cho, A Study on the Impact of the Nasic Characteristic of MyData on the Its Setvices and

Copyright © 2023 KCTRS 41



Application of SMPC (Secure Multiparty Computation) for Privacy Protection in MyData Environment

42

Government Policies-focusing in major countries.cases, The Journal of Korea Institute of Information, Electronics, and
Communication Technology, (2023), Vol.6, No.2, pp.77-86.
DOT: https://doi.org/10.17661/jkiiect.2023.16.2.77

[3] K. H. Lee, Current Status of MyData Policy and Tasks in Health and Welfare, Korea Institute for Health and Social
Affairs, (2021), Vol.11, pp.52-68.
DOT: https://doi.org/10.23062/2021.11.5

[4]1 Y. M. Kim, J. S.Jeong, I. Y. Park, Global biopharmaceutical industry R&D trends and implications examined through
cases of COVID-19 vaccine and treatment development, Khidi Brief, (2021), Vol.332.
Available from: https://www.khidi.or.kr/fileDownload?titleld=453603 & fileld=1

[51Y.1J. Song, K. Y. Park, Security/Privacy requirements for medical data sharing and utilization services, Journal of The
Korea Institute of Information Security & Cryptology, (2010), Vol.20, No.3, pp.90-96.
Available from: http://www.riss.kr/link?id=A82352429

[6] A. C. Yao, Protocols for secure computations, Proceedings of the 23rd Annual Symposium on Foundations of Computer
Science, IEEE, pp.160-164, (1982)
DOTI: https://doi.org/10.1109/SFCS.1982.38

[7] A. Shamir, How to Share a Secret, Communications of the ACM, (1979), Vol.22, No.11, pp.612-613.
DOI: https://doi.org/10.1145/359168.359176

[8] M. Rabin, How To Exchange Secrets with Oblivious Transfer, IACR Cryptol, (2005), Vol.187.
Available from: https://www.researchgate.net/publication/220332997

[9] B. Pinkas, M. Rosulek, N. Trieu, A. Yanai, SpOT-Light: Lightweight Private Set Intersection from Sparse OT Extension,
Advances in Cryptology—CRYPTO 2019, (2019), Vol.11694.
DOI: https://doi.org/10.1007/978-3-030-26954-8 13

[10] V. Kolesnikov, R. Kumaresan, M. Rosulek, N. Trieu, Efficient Batched Oblivious PRF with Applications to Private
Set Intersection, Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communications Security,
pp-818-829, (2016)

DOI: https://doi.org/10.1145/2976749.2978381

[11] V. Kolesnikov, N. Matania, B. Pinkas, M. Rosulek, N. Trieu, Practical Multi-party Private Set Intersection from
Symmetric-Key Techniques, Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications
Security, (2017)

DOI: https://doi.org/10.1145/3133956.3134065

[12] L. Kissner, D. Song, Privacy-Preserving Set Operations, Advances in Cryptology—CRYPTO 2005, (2005), pp.241-
257.
DOIL: https://doi.org/10.21236/adad457144

[13] C. Hazay, M. Venkitasubramaniam, Scalable Multi-party Private Set-Intersection, Public-Key Cryptography — PKC
2017, (2017), pp.175-203.
DOTI: https://doi.org/10.1007/978-3-662-54365-8 8

[14] X. Yu, F. Li, W. Zhao, Z. Dai, D. Tang, Multiparty Threshold Private Set Intersection Protocol with Low
Communication Complexity, Security and Communication Networks, (2022), Vol.2022, pp.1-12.
DOTI: https://doi.org/10.1155/2022/9245516

[15] A. Miyaji, S. Nishida, A Scalable Multiparty Private Set Intersection, Lecture Notes in Computer Science, (2015),
Vol.9408, pp.376-385.
DOTI: https://doi.org/10.1007/978-3-319-25645-0_26

[16] C. Hazay, M. Venkitasubramaniam, Scalable Multi-party Private Set-Intersection, Public-Key Cryptography — PKC
2017, Lecture Notes in Computer Science, (2017), Vol.10174, pp.175-203.
DOI: https://doi.org/10.1007/978-3-662-54365-8 8

[17] R. Inbar, E. Omri, B. Pinkas, Efficient Scalable Multiparty Private Set-Intersection via Garbled Bloom Filters, Security
and Cryptography for Networks, Lecture Notes in Computer Science, (2018), Vol.11035, pp.235-252.
DOI: https://doi.org/10.1007/978-3-319-98113-0 13

Copyright © 2023 KCTRS


https://doi.org/10.17661/jkiiect.2023.16.2.77
https://doi.org/10.23062/2021.11.5
http://www.riss.kr/link?id=A82352429
https://doi.org/10.1109/SFCS.1982.38

