Asia-pacific Joumal of Convergent Research Interchange
Vol.9, No.12, December 31 (2023), pp.21-31
http://dx.doi.org/10.47116/apjcri.2023.12.03

Proposal of a New Anonymization Algorithm for Real-Time
Stream Data

= o]l © o 5l © =
AAZE 2E¥ "HolHE A3 MELE s} ¢ugs
A QL
Sung Hyun Hong', Gyu Sung Lee?, Dong le Kim?, Soon Seok Kim*
AR olvrA?, el A
! Senior Researcher, Easycerti Inc., Korea, shhong@easycerti.com
2 Executive Director, Easycerti Inc., Korea, kslee@easycerti.com

3 Researcher, Easycerti Inc., Korea, drkim@easycerti.com
* Professor, Department of AI Convergence Security, Halla University, Korea, sskim@halla.ac.kr

Corresponding author: Soon Seok Kim

Abstract: Real-time stream data refers to data which collected in real time such as personal vital signs
information collected from various PoCs (Point of Care, point-of-care medical equipment) in
hospitals, real-time crime report information, and online sales transaction. We propose a new
anonymization algorithm for privacy protection in these real-time collected stream data. The proposed
algorithm significantly improved performance in four aspects compared to the UBDSA algorithm
proposed by Ugur and Osman. First, after forming a generalization tree, precompute was performed to
measure information loss in advance. Second, whenever each transaction data (record) is entered,
quasi-identifier columns and non-identifier columns are separated and stored through slicing, and
serial numbers are attached to each slice separated at the time of separation for combine before
publishing, That is, when clustering for each transaction, only quasi-identifier columns are stored and
generalized to reduce storage space and improve calculation performance. In particular, it is more
efficient for large numbers of columns or large-capacity data. Third, the performance in the cluster
assignment (AssignCluster) step was improved as follows. First, from the initial cluster assignment
process below the delay threshold (the maximum allowable number of transaction records from input
to publishing), clustering was performed in consideration of information loss, rather than assigning to
separate clusters, unlike existing algorithms. Finally, performance was improved in generalization and
publishing (Publish stage). First, after forming a generalization tree, precompute was performed to
measure information loss in advance. Second, whenever each transaction data (record) is entered,
quasi-identifier columns and non-identifier columns are separated and stored through slicing, and
serial numbers are attached to each slice separated at the time of separation for combine before
publishing, That is, when clustering for each transaction, only quasi-identifier columns are stored and
generalized to reduce storage space and improve calculation performance. In particular, it is more
efficient for large numbers of columns or large-capacity data. Third, the performance in the cluster
assignment (AssignCluster) step was improved as follows. First, from the initial cluster assignment
process below the delay threshold (the maximum allowable number of transaction records from input
to publishing), clustering was performed in consideration of information loss, rather than assigning to
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separate clusters, unlike existing UBDSA algorithm. Finally, performance was improved in
generalization and publishing (Publish stage). The partitioning process is not performed for clusters
with more than 2k tuples in the cluster, and unlike the existing data quality improvement claims, data
quality can be good without partitioning and safety is higher. It improves performance by not running
the process. If the number of tuples in a cluster is less than k, after searching for other movable
clusters, in the process of searching and assigning, possible clusters are found and assigned based on
the minimum distance rather than random assignment. Contrary to the previous argument, if the
minimum value of k is guaranteed to avoid counterattack due to information leakage, it is reasonable
to assign it to the cluster with the minimum distance in terms of usefulness. And if the number of
tuples in a cluster is less than k previously, if no possible cluster is found after searching for other
movable clusters, or if the number of tuples in a non-anonymized cluster is smaller than the medium-
sized cluster, then we can reduce execution time because we choose only deletion rather than existing
generalization of the top-level or deletion.
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[Table 1] Summary of Existing Methods and Features for Real-time Collection Stream Data
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Algorithm 1. UBDSA algorithm

Input : S, 6, k, w, stepsize

Output : S’

1: AnonClusters«— @

2: NonAnonClusters«— @

3:j«1

4: 09— 0

5: while S; has next tuple t; do

6: AssignCluster(t; NonAnonClusters)
7: UnPublishedTuples<— S;\ Sy’

8: to«— oldest tuple from UnPublishedTuples
9: while j - 0> J. do

10: Publish(ty, AnonClusters, NonAnonClusters)
11: UpdateDelta(o., 0, k, w, stepsize, AnonClusters)
12: Shift AnonClusters

13: to— oldest tuple from UnPublishedTuples

14: j—jt1

Algorithm 2. Assigncluster procedure

Input : ¢;, NonAnonClusters
Output : updated NonAnonClusters
Coninpist < argmin.{CAIDistance(t-c)lc & NonAnonCluster}
Cinin— {cl ¢ € Chpinpise and IL({tj} U <t}
2if Cppins, # @ then

Ceana «— argmin{[cllc € Cpins}

Cpick— A random cluster from C;gnq

Cpick‘_ Cpick U {tj}
else

if |INonAnonClusters|  f§ then

Cpick < A random cluster from Cpyipise

10: Cpick— Cpice U {85}
11: else
12: NonAnonClusters < NonAnonClusters U {t;}

WXk
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Algorithm 3. Publish procedure

Input : t,, AnonClusters, NonAnonClusters

Output : updated AnonClusters, NonAnonClusters

1: ¢y« {clc € NondnonClusters and t,< c }
2:if ¢, | = k then

3: NonAnonClusters <— NonAnonClusters\ {c,}
4:if e | = 2k then

5 C« splitCluster(c,,)

6: for each C; € C do

7: outputCluster(C;)
8: else

9: outputCluster(c,,)
10: else

11:  C « findFittingCluster(t,, AnonClusters)
12:  if C = @ then

13: Cpick < A random cluster from C

14: outputTuple(generalize(t,, Cpicr))

15: Cto < Ceo\{to}

16:  else

17: NonAnonT «— {t: ¢ & NonAnonClusters and t& c }
18: small C «— {c:c & NondnonClusters and [c[{|c;,|}
19: if [NonAnonT|< k or [smallC| < |NonAnonClusters|/2 then
20: Ceo < Ceo\1lo}

21: outputTuple(generalize(t,,*))

22: else

23: mergeCluster(c,,, NonAnonClusters)

24 outputCluster(c,,)

23: NonAnonClusters <— NonAnonClusters\ {Cto}

[Z1¥ 1] 7] UBDSA[7] ¥aE]&Y t73%

[Fig. 1] Pseudo Codes of Existing UBDSA[7] Algorithm

¥ =EolME 71 UBDSA[7] WS 7]2Aog Austs 71E Al Wl k-o)wA
MWde Fste] Ad s A= AS Hx=

2do| 7glste] 7]E dagFe] A
3

(1-1) AN 9
(12) A9E = %
(1-3) BAREA AL A4
rTEFE
[ 2] 2228 I (AssignCluster)

(2-1) [Slicing] | EAAH 212 ASlicing 52

)
o,
_IXE
o,
o,
v
=2,
=
:?L_"
M\
>
° 1k
By
Y
o

=oll sl dwrst =g A4

3
T S fske] dubsl Ef U] RE =259 gishe] leaves
) .

)
X
(2
ol
o
£

26 Copyright © 2023 KCTRS



Proposal of a New Anonymization Algorithm for Real-Time Stream Data

Algorithm 1. Precompute Procedure

1: Assign identifiers and quasi-identifiers to real-time input data

2: Construct a generalization tree for specified quasi-identifier attributes
3: In order to improve the calculation performance of the information loss,
the number of leaves nodes is calculated in advance for all nodes in the
generalized tree and stored together with the nodes.

Algorithm 2. The Proposed Algorithm
Input : S, J, k, w, stepsize
Output : S’
: AnonClusters— @

1

2: NonAnonClusters<— @
3:j «—1

4: 8.0

5: while has next tuple do
6: AssignCluster {t;, NonAnonClusters

7 UnPublishedTuples < S;\ S;’

8: t, < oldest tuple from UnPublishedTuples
9: while j—o0> §. do

10: Publish(t,, AnonClusters, NonAnonClusters)
11: UpdateDelta(5,, o, k, v, stepsize, AnonClusters)
12: Shift AnonClusters

13: to«— oldest tuple from UnPublishedTuples

14: j «— j+1

Algorithm 3. AssignCluster Procedure
Input : t;, NondnonClusters

Output : updated NonAnonClusters

1: Delete identifiers, ID

2. Divide the QI and non-QI columns (SA, NSA) into two and keep the
non-QI columns separately by attaching a serial number to each, For the
remaining quasi-identifier columns,

3. if |[NonAnonClusters| ( ff then

4: if first tuple t; then

5: NonAnonClusters <— NonAnonClusters U {t;}

6: else if the tuple t; has the same ancestor in the generalization tree
as the tuples in the previously allocated cluster C; then

7: Cpick < cluster C;

8: Cpick — Cpick U {t;}

9: else

10: NonAnonClusters «— NonAnonClusters U {t;}

11: else

12: Cninpist < argmin {CAILDistance(t - ¢) |c €

NonAnonClusters} based Precompute procedure
13: ConiniL < {cl ¢ € Cupinpise and ]L({tj} U <1}
14: Cegna < argminc{icllc € Chpipi}
15: Cpick < A random cluster from C,gpng
16: Cpick N Cpick U {tj}

Algorithm 4. Publish Procedure
Input : t,, AnonClusters, NonAnonClusters
Qutput : updated AnonClusters, NonAnonClusters

Copyright © 2023 KCTRS 27
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1: ¢y« {clc € NondnonClusters and t,< c }
2:if ¢, | = k then

3: NonAnonClusters <— NonAnonClusters\ {c,}

4: foreach c;& Cdo

5: outputCluster(c;)

6: else

7: outputCluster(c;,)

8: else

9: C « findFittingClusters(t,, AnonClusters)

10: if C =0 then

11: Cpick «— {cl¢ € Cuinpiset from C

12: outputTuple(generalize(ty, Cpicy))

13: Cry < Ceo\ito}

14: else

15: NonAnonT «— {t:c & NonAnonClusters andt & c}
16: small C «— {c:c & NondnonClusters and [c[{|c;,|}
17: if [NonAnonT\|( k or |smallC| < |NonAnonClusters|/2 then
18: Ceo— cto\{to}

19: outputTuple(suppression(t,))

20: else

21: mergeCluster(c,, NonAnonClusters)

22: outputCluster(c,,)

23: NonAnonClusters < NonAnonClusters\ {c;}

Algorithm 5. UpdataDelta Procedure
Input : d., 6, k, @’, stepsize, AnonClusters
Output : updated J.

1: check w’

2:if o’ >2w then

3: If CIminDist) Crninpist then
0= 0.+ stepsize

else

6.= O.- stepsize

[(1% 2] AlF darglFe fFEFE

AN AN

[Fig. 2] Pseudo Codes of Proposed Algorithm
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