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Abstract: Federated learning emerges as a groundbreaking and innovative distributed learning
paradigm, distinctively characterized by its approach that avoids the direct exchange of data between a
central server, which plays a pivotal role, and a myriad of client devices scattered across different
locations. In this unparalleled methodology, each individual client takes the initiative to train their
respective model using their local data. Once this training phase reaches its conclusion, these clients
dispatch their model updates to the central server, ensuring a collaborative learning process. This
federated approach becomes especially crucial and salient in specific environments, notably the medical
sector. In such domains, data frequently deviates from the standard assumption of being independently
and identically distributed, presenting unique challenges. Consequently, the academic and industrial
worlds are witnessing a burgeoning interest in delving deep into diverse techniques. These techniques
range from clustering and personalization to the more avant-garde concept of meta-learning. It's worth
noting that a substantial chunk of the existing body of research firmly anchors itself in a framework that
places an implicit, and sometimes unwarranted, trust in the central server. Such an over-reliance
inadvertently opens the door to potential security vulnerabilities and introduces efficiency bottlenecks,
primarily due to the overwhelming server-centric operations. Based on these issues, this study proposes
a new federated learning strategy that reduces the load on the central server while leveraging the
strengths of clustering methodologies.
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Aol HAHE wHEst1]. AT, 919 FedAvgd #2 AFEE 7IHES NonlD
tloly Ao A&T AF ZE 7 dHe]l #AT F+ 9l
AFAolAY 53 AGS W AFo Asrl A
dlole &3 xfol= 8] T A7t Rds 3 o 97
FepoldERY ¥ AA wkgE =

T=etH A & W ZF 7]7Iv E e =
tlojelel 54 A9 & Amv & 3t A,
59 =wddAE FedAvg®] ©HS=Z NonlID 34HE Aelshal
HA3}, st Ao A AR H
darels Fol tiafRe Aol AHEH
zkol 7} 2 HolH el A& 7hed AFeE 7IHe A47F Hesith

Central Server:
Initialize w
for eachround t =1,2,--- do
m <« max(C-K,1)
St < (random set of m clients)
for each client k € S; in parallel do
w,, < ClientUpdate(k, w,)
K Mk __k
Wiy1 < D=1 -, Wi+
ClientUpdate(k,w): //Run on client k
B « (split P, into batches of size B)
for each local epoch i from 1 to £ do
for batch b € B do
w « w —nVe(w;b)
return w to server

[Z13 1] FedAvg &al8]&

[Fig. 1] FedAvg Algorithm

2.2 A% £ 2H 3 Hierarchical Clustering)

AlSA  &v]2H Y (Hierarchical Clustering)> H|X|% 3hs5 7|"H F 3ty =, HlolHE
AZSHQ T2 BFats dueFoltt. dolE IAESS Al wel 1§35}
ZeizHE WASH, oldd A4S Ba ZezH 0o AF TRE wEoud
Mihew AzH FAxHIS FA fES oo AwAz, 9F A%
Sojabd AWe AE dolE mIEE dhte ZesHE Adsd  fAlw
FU2HE edon WEske BAelnp. 2ol 7 deld xA=rt S9u
ZeizHR AFH, fARE 24 2120 ge 1 fAR 2esHE daed A%
728 P4 olsh 2e WMl dAR:, (39 29 ol WA AR Pde
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TET 39 %X}b T JRA Abeld] fFAMEERA mxE Zod Agrt 7k
FAMEZE Z=ohe frfojth A9t DO fAME7E E7] wiitel] the] ™A= ADE
Fol fdHolEE &gt oluld HAHES wHEste] ol 9 H]‘:ila‘l(Dendrogram)
ANE el ¢ ok FHA, £ AT4 SYHSEE S BE oy ERAEE shte
S =HE H&&d Az e FezagE Bdsrts welt. xuldE RE
dlolel7b shtel SY2HE &3 de AHdA 22 AAS FIE Als TRE

Faan, Bee 4g 2 Tz U § oo o9 2eaHE A4, o2
AT G 58 SRS Sl A8 AL W} A 2S4S B S
el AR SEaHe Bd wpjHasE -47‘4§1r v dugEE AL AL[S], Briggs

o aus el AR AeAtas Bol dueln Seans A9 wuse

fapdel mek gelsta ped deine Sddes W dudn wus

Ararel o Ae BesdA FHeA Be nATAY. AT N)E AFELI 2ol
S Aulel AgE AAE Sm el ayel WelAu, B A AL o
Se2EY 59 RE Aol FY MM sl olFolq] Wi FEAHol W

g o] X ti6].

FrAbE A B © D FALE AD B ©
8

B 10

(29 2] A% ZelaHY B4 0y

[Fig. 2] Hierarchical Clustering Process

2.3 X EA] A (Proxy Signature)

2A Age A4 A9 A& F shtE, @ Aol tE Al heE AYs

AT 5 Qe Aol T84 APS Ba RS A, AEAe Qe gust
Afle] wEHA ghed ot A An wE U ow4e Zdd 4+ b Fad
goltt, e, APAS T2 o] 4T w2 Sgetel, 4Ue BAANL F dn
84S WY FE ATk wEA, B eRdAb olds ge Zsa AP
Fae)EE A g

(Para,s) < ParaGen(f) : 320 E 7S A

® sk, « KeyExtract(Para,ID;s) : /4% 32y gy £ Argaret 94
Aol IDatE Wol HErE A et
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® o « StandardSign(Para,M,sk,p) : =g gk, AR Hd7] sk,
HAIA] Me Y o= wrol wA| Ao tigt N9 oo A ST

® (True, False} « StandardVer(Para,ID,M,o5) : 327 H 3L, A%H A9 1D,
M osE JHOE ol wAA] M o] fragt A AF Trues =4,
187 %S 4§ Falses Z93t WS AFeh

® o, < DelegationGen(Para,W,skyp,) : TetvlE g, A AAe] HE7]
skip,, 0l ABareke] Aloks sk Wogks g ow wob iy A9 kel
o, = 343t

® o < ProxySign(Para,W,o,,sk;p,,M) : 3tV E gk, the] Aatee] 7 oks
sete Wogk tiEl A8 @Sl 6y, ZHA AR W] skyp,, "IAA M
S 4gow Wwoh, LHA MY %9 0% BYTT

® (True, False} < ProxyVer(Para,ID, ID,,W,M,0) : 328 g,
Mg Ae] IDGER] ID,, EEA] A Aol IDGER] ID,, W gk, A8 E HAAl M,
ZEA MY R o5 JH O R ol FaEdt TEAl A g

=l AjbskE 712 71 Ages VIRl e & FUHAE A sk H e
AAENT. FAA, AgetES ditdor T4 AEIE AFE ¢ Sde dEH=E
s @44 Agdo= A, FHA, T ABddA BREeE AN $Ale
Aelstez vlgs4d 5 Ads FHelth ARbels 7IWEe ZHA] AHES 283
3192 B 4AS RANA wer @ Ay gsksty, A4 asYe
F4AA 5 Ak

[ 1] 7= 29
[Table 1] Notation
Notation
Uy Client(User)
C, Cluster
wk k’th client’s weight
K, Clustered group of users
Oy, Proxy signature value of x’th proxy server
Para Parameter
skip Signer's private key
g Digital signature

Copyright © 2023 KCTRS 15
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® 6 . @ Hierarchical Clustering Algorithm2 Sl ¢, ¢, 4%
Wiy« Z Tkwtk_,_l ﬁ C={wiyy, wiyy, wihi)
k=1 ] Co=fwrn, wipy, wina)

e Central Server S K, = {Uy, Uy, Us}

,’ \\ Ky = {Uy, Us, Us}

>)

4)

S~

~
\\ @

~_ oy, < DelegationGen(Para, W,,skp)
~

(2% 3] Al 71 B2 w1

[Fig. 3] Operational Process of the Proposed Method 1

Ajtsh=  ¢agFel FAHALAEE V|E dARsEAAA ARREHE TS AW,
SEAES, & =wollA AFA F71sks ZFA AH 2t ok WA, T4 A=
g5s APsld ThsAE x27Igstar AFEed (2" 313 #ol Uy~Ug 9
FeoldEES 2485S 53 ZEoldEELS] 7tsA # wk & Adse T4
ABol A Btk SfolAdEES] 7t ¢hs e T AWe AFETEFNA AMEEHE
FedAvg(A @& )] dag]ES AHE3ste, SEoldEEY 7155 B3 229 nds
HulolE ot ARl AjgstES olelgt dAlE WHESAIN, i =EdA e ATA
Y 2HY dugEs I SHeldE VA e AR =2 e EReke
$4e ANG U~Ug o FFEA B vaste] ZesHPS AP Foc =
{w’tl-l-l'w?+1'w§+1}Jc2:{wﬁl-l'wal'wgl}gi UARe W, 3¢ Aus 254 A

2ol Al Agke At TG Ao A% gte AP

oo [ 4Pl FF AMEIE €€, A7 ZelnEe FHAE uE
we ZEa A1, ZEA Aus Y 2esgd &3 FeeldESl
245 adt o 5ol ¢ o A%, Up~Us o FeloldESES 2UNGS
AAD ARE oA =2A AWIclA wET. F% AN Fedave GTEES
AR A3 AR 2N AR FeIE 390 AFA GO ¢ FFA
e Avd FF AME wOld RE sbge] By, mZ2A AMie 39
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[Fig. 4] Operational Process of the Proposed Method 2

4 ZEA D AN BA
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[Table 2] Time Efficiency Comparison Formula

n
Briggs[6] 2n * Ty + TFedAvgn (TFedAvg = wi)
i=1
1
Ours 2n * Ttx + 2c+ ETFedAvgn + TFedAvgc
n : number of clients, ¢ : number of clients

Ty : weight Transmission Time
Tredavg, : FedAvg value computed from n weights

A AIRE SWOA, Briggs Tol AE 7S vl BEvint sfube] Mu7l FedAvg
dudE F, A AR, 2H2H 27 & AR Aol H71 wiEel AH 9
Aol web zpolzb Avk EF, 9 [E 210 AE T, FEoldES] £ n o
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AW, LHA e Briges 5O /W 9el, TBA Aul BLEE 0 FUE
wuldste] FAe] Ast stk webd AsbHom #e W, FeolAEel v
Solgss J1Ee JMun d wE At sbssEE, oy =Rdd AFgd
Bt Aelel o gs AAT 5 Aok
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T Atk Fggdem E oo, ﬂ%ﬁ%k H1°]E1‘;l‘°ﬂ/‘ FHAA S Fatr] 96
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[Table 3] Comparison of Convergence Speed and Scalability

S 44

Scheme .
(Convergence Speed) (Scalability)

1 1

6 Rx — Sx —

[6] C -

Ours Rx K Rx C

42 A4 BY

F‘

71E AdE I e AFEEY VWL g5 2 S BT AAHAA gt T4
AL ZefolAES Jil dHolEE WA galE ShFo]l JheEAl HQF W oA
ol S ZEARE, T AMTE dF ol ofo] Al F A FHeksithA EgtoldEC] HolE
e 2dd gk 9ol BT 5 9o Y Izl AMdzstE &gt desid
doly At H: AAE MAsE JdF= IHFHL Juis]. T, oy dFE
HAANA FA FAe] wAst 4= Q9] AN E =FolA At daudEe
shito] Sk AWEE FA] gL, ZEA AT BE fAE 84 AR Es Eole
AeS gy webA], 7Sl A AljtE 71 Hlwgs W, Y Ave] oy HHE
Folal EFA] AH et Ao e 1S B 9 AN S =4

5. 48
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Hobd H@ AFAAS Hgstes AAsgt. dagse AiAS S a8
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9] (No. 2021R1F1A1063992).

References

[1] Brendan McMahan, Eider Moore, Daniel Ramage, Seth Hampson, Blaise Aguera y Arcas, Communication-Efficient
Learning of Deep Networks from Decentralized Data, Proceedings of the 20th International Conference on Artificial
Intelligence and Statistics, PMLR, (2017)

DOI: http://dx.doi.org/10.48550/arXiv.1602.05629

[2] Pravin Chandran, Raghavendra Bhat, Avinash Chakravarthy and Srikanth Chandar, Divide-and-Conquer Federated
Learning Under Data Heterogeneity, CS & IT Conference Proceedings, (2021), Vol.11. No.13, pp.21-33.
DOI: http://dx.doi.org/10.5121/csit.2021.111302

[3] William H. E. Day, Herbert Edelsbrunner, Efficient algorithms for agglomerative hierarchical clustering methods,
Journal of classification, (1984), Vol.1, pp.7-24.
DOI: http://dx.doi.org/10.1007/BF01890115

[4] Maurice Roux, A Comparative Study of Divisive and Agglomerative Hierarchical Clustering Algorithms, Journal of
Classification, (2018), Vol.35, pp.345-366.
DOI: http://dx.doi.org/10.1007/s00357-018-9259-9

[5] A. Ghosh, J. Chung, D. Yin, K. Ramchandran, An efficient framework for clustered federated learning, IEEE
Transactions on Information Theory, (2022), Vol.68, No.12, pp. 8076-8091.
DOI: http://dx.doi.org/10.1109/T1T.2022.3192506

[6] C. Briggs, Z. Fan, P. Andras, Federated learning with hierarchical clustering of local updates to improve training on
non-IID data, 2020 International Joint Conference on Neural Networks (IJCNN), (2020)
DOI: http://dx.doi.org/10.1109/IJCNN48605.2020.9207469

[71W. Wu, Y. Mu, W. Susilo, J. Seberry, X. Huang, Identity-based proxy signature from pairings, International Conference
on Autonomic and Trusted Computing, ATC, (2007)
DOI: http://dx.doi.org/10.1007/978-3-540-73547-2_5

[8] Chun-I Fan, Ya-Wen Hsu, Cheng-Han Shie, Yi-Fan Tseng, ID-Based Multireceiver Homomorphic Proxy Re-Encryption
in Federated Learning, ACM Transactions on Sensor Networks, (2022), Vol.18, No.4, pp.1-25.
DOTI: http://dx.doi.org/10.1145/3540199

[9] Xiang Ma, Haijian Sun, Rose Qingyang Hu, Yi Qian, A new implementation of federated learning for privacy and
security enhancement, GLOBECOM 2022-2022 IEEE Global Communications Conference, IEEE, (2022)
DOTI: http://dx.doi.org/10.1109/GLOBECOM48099.2022.10001614

Copyright © 2023 KCTRS 19



