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Abstract: Stream data refers to information collected in real time, such as crime report information,
online sales transaction information, and information from patient monitoring devices in hospitals. This
paper deals with the anonymization problem, which is the privacy issue of stream data. Usually, the
main consideration in anonymization is how to process the data in such a way that it is secure and useful
at the same time. Data usefulness refers to the quality of data and is measured by a so-called loss of
information measure. In this paper, we review the current information loss metric in real-time stream
data anonymization and propose a new metric that improves the disadvantages by applying Goldberger
et al.'s scheme. The measure proposed by Goldberger et al. is characterized by considering the total
equivalent class of the data table and the number of records in the equivalent class, which were not
previously applied in the generalized dataset to which the k-anonymity model was applied. In the past,
only one equivalent class within one cluster was assumed, so it was not included in the consideration.
The reason is that records that do not satisfy k-anonymity within one cluster are allocated to other
clusters that can be moved, that is, clustered with the next-rank quasi-identifier, or are deleted if there
are no clusters that can be allocated. However, in terms of information loss, it is reasonable to assign
them to other clusters because deleting those records leads to increased loss. Therefore, it is desirable to
minimize information loss by allocating these records to another cluster that can be moved or, if there
is no cluster to be assigned, allocating all of these records to a separate independent cluster instead of
deleting them. The proposed idea focuses on the latter rather than the former. In this case, it is because
several equivalent classes with quasi-identifiers can exist in an independent cluster. Therefore, by using
the proposed metric of Goldberger et al., it is necessary to generalize to minimize the measured loss
value after measuring the information loss by considering the equivalent class and the number of records
in the equivalent class.
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[Fig. 1] An Example of a Generalization Tree for Zip Codes

2.1Iyengar[12]7} A|¢HE &4 =

Cao o< CASTLE 7|HoA AHH &4 ZE2 Iyengar[12]7} Akt &2 =% (loss
metric)& AHESFIT ©] Sk shube] A4S dntstels A5 B e @ EEA
Rk 5, 32 e ghel shvbel Ao aFstE A vlxstal vk 7] [19
11914 622010] 622%*o 2 AWrstw™  62208% AW A FaL 357510] 357**O. R
dnbstss 357333 357913 FREEA] FEoR 7 dnbsrl e E4& 2 "
o2 gk Floll A At Zlo] vl= lyengar[12]7} A|FEF &

fEs =
Folxl "Heol&e A da= 5 1, AA 4 FE L, VY &

Aol ik gk drkst
AZoA ald £43ke] 8t AFTE e BE A REEY 2 M, k=5 PoA]
A RE A4 w=5e) 5 Molgl @ W), Ea5Re) Ade e g
J ZI 1Mp—l
= —
LM(GT) = %;_, IM L M

Ugur®} Osmane AAIZF ~Ed do]go|A]e] <ysl wHo=Z 7]FE CASTLE

7] RS BRI A AHEAS B5F 383 UBDSA 7]WH[7]S A|eksk v )
=]
T

AN oE o
2 o (&

ol A
IS’I<ISi|EF 3FAL o] ul nbrleaves()= M FAAHOHE Ut oR T E =X ol
AAgE AdE5S] F ATl MAXOE =& FAdlolHE dYe 2 FA ko] dntsly
kS, MINOS HAEs 9v sttt D= a9
i W dAa=Ee T Jigolth olu Folx TolA e HE &4 LM+ ofAf<t

26 Copyright © 2023 KCTRS



A Study on The Improvement of Information Loss Metrics in Real-Time Stream Data Anonymization

() = Zi/oloste) >

L‘t,iesilnfoLoss(ti,tl,-)
|51

AvgInfoLloss(S;,S'j) = 3)

InfoLoss(t; t';) = ;:z'llAttINfoLoss(ti.a-, t'ia;) @)

nbrleaves(ti.a]-)—nbrleaves(tri.aj)
|Dj]

AttinfolLoss(t;.a; t'.a;) = 5)

MAX(t1;.a;)-MAX (t;.a;)

AttInfolLoss(t;.a;, t'i.a;) =

|Dj
Agtgl AREA SEE 4 FEE FAFEHR HFIoE Uyo gy A &ety
Anksl AT Eg dAZE ofd i gho]l e koA FEREAAY AHHEA
TS argete] Ajtalgith o] Ay &4 SA dig A e FHE Aoy
RRegurs nEdtowa AIdxE o3y HgisteE At 2YgEdoen £33
£ AeetE dutst AFEFAAY koA Ed ALS HFIEY s
7FAskaL Q7] Wil wo] FAE I HFY £A4S 9P 2T et flvkes 9o
ATh I Estal dolH F&8A4 Sk o] AR EARET ofye} Hi EE
A AAAZHS 2 etk Holl A= CASTLE 7| H U} $-4=3lt}
B =78 A7) A|ASE CASTLE 7|W ¥ UBDSA 7|WolAe] AW &4 FS: &5 7fAs
AMZE WS Aoretaxt gtk

B ompold Agrshs AN &4 359 73 ofo|tol CASTLE ZIHelA] AL&d

Iyengar[12]¢] <4 SE& 7|9toz2 WHS B 3SE Goldberger s[14]°] ASkst S =&

9] S22 AlE Al AlQksl= Aolth. Goldberger 5 [14]°]

olmyd mdo]l A&xo] dnkstE dlolHAl =, F 2 o] 7]Ee
% 5

Xﬂ(ﬂ'?}j‘ =5+ k- =

A A gFdd delE HeolEe HA sAITA sHEAYF Wl da= FE
a# g o] EAolrt. 7|Ee= st EeaH Wl shvhe] sAF[NE TS
ol arefAbRel ERFH A Skth 1 olf = shuhe] FelAE WelA k-EAS
WSk Fete d dEEES olF Thed =, A9 fAF AR SE AR
7bed v sy deeAu @9 Jhedt SEaE7E fle AF AHAET
giEolth. 2y AE S SHdA T dZ=E AAlE & 4 STEE oA
ol v FEaE wiAsts Aol BEeitt wekA ols dia=ss °olF 7hed

g 2ezER WAL NAY FesEst 9 45 A g o F dus BEE
Mo 598 Felsed @Rstel A S8 AxsHt Aol u

ololtjo]i= HAte] AR Ao FEIIU o] 49 HHE FHXE
AHE2E 2he oy FAARES EAT 4 A7) "iZolth. wEbA AFSHE Goldberger
S[1419] SEE olggozA FAANY TEAF U dI= FE Podste AR

Copyright © 2023 KCTRS 27



A Study on The Improvement of Information Loss Metrics in Real-Time Stream Data Anonymization

EAE ST 5 A go] HAs HEE geEs dukstd davt v

st Folzl HolEe] AA dI= FE L AA A FE 1, U9 HA o @
Awksl ASolA slE A%k 9 ATE dv BE A =EEY FEM, =5
Poll A Bl RE 2 m=E9 2 Mp, FeaE U dusld ALY AeE
tehatal ZF FEA[AE W d2= &5 G 2 & W, Goldberger s[14]°] A|FE &S

31 Algtete R &4 x4 g 4

2 dolM= WA dAlE B3l Adste =42 SEE 7]F lyengar[12], Ugur®} Osman[7]
o] A|eket &4 FEof vlus] Hiizk sho}, A= A [2" 119 JAE B &3]
of ofef e} Zo] 2749 A4S e dnksl EgE 7S

So = {&, o = of

22 = {*****} kkkkk

Z, = {622**, 357} 622" /3,57\
Z, = {62201, 62208, 35751, 35733,35791) 62201 62208 35751 35733 35791
(29 2] A0, o) 2 saAS] digh dutkst AlS Eg] oA

[Fig. 2] An Example of a Generalization Tree for Gender(male, female) and Zip Codes
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Proposed Method(k=20)
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