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An Approach to Comparing Java Programs through the
Graph Edit Distance with Similar Instruction Matching of
Control Flow Graphs
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Abstract: As software is essentially used in a wide range of technologies, various analysis techniques
are employed to understand the characteristics of software and optimize it. Software similarity analysis
is utilized in various fields, including duplicate code detection, plagiarism detection, code optimization,
and malicious code detection. Control flow graphs are static data structures that express operational and
structural characteristics of software. So, they are widely used for representing and understanding
software's features. This paper proposes a method for analyzing similarities between Java programs by
applying the edit distance of control flow graphs. To enhance the flexibility of matching instructions
within control flow graphs, we have designed a method for classifying similar instructions and matching
them based on these classes. This method can improve the reliability of similarity analysis results for
programs that have similar control flow structures and instructions. We conducted experiments using
Java benchmark programs and evaluated the accuracy and reliability of the proposed method. The results
indicated that the method achieved a high accuracy rate of 98% in comparison experiments between
similar Java programs. It is expected that the proposed method will be useful for analyzing software
similarity and understanding the operational characteristics of software by matching similar instructions
in programs.
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An Approach to Comparing Java Programs through the Graph Edit Distance with Similar Instruction Matching of Control Flow

Graphs
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An Approach to Comparing Java Programs through the Graph Edit Distance with Similar Instruction Matching of Control Flow
Graphs
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if (x > 0)
if(x > 0)
T F
x = f(x) ‘
else Xx= 'f(X) x=g(x)
x = g(x) \ ’
return(x) ) &
return (X)
[2% 1] oA =2 Alo] 55 2=
[Fig. 1] An Example Program and its Control Flow Graph
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while (x >0
T e @~ F ( ; )
(9’2} (brz) T (e ” F
6| x=fx) | | x—em |69 x = f(x)
(e'3)
(b'3)
(€3) (e4) .
return (x)

(b)
[18 2] T Alo] &8 2o 2= HAY A oA

[Fig. 2] Example of Graph Edit Distance for Two Control Flow Graphs
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stk 4 )9 )l AR WHoes wixwla TR Alolo] {AIEE
=R o AY A wat 2+ FAIEE 0%olA 100%Akoldl A AAE . 2ut
2o g3 fFAIE AFEE waste dAgS AAgshy] f8 A A AgE
Ao 9 9eAs =Y £ de geow AASGY. dAzte]l AAW
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FAE oJF-E ddstal 2 A AnE S At WHe 4Es Hrheth

[3 1] MAnt 22 T30] Ao} 35 ez vl Ay 23t

[Table 1] Experimental Results of the Comparisons of Control Flow Graphs between Benchmark Programs

Analysis results

Input Positives Negatives Total Output range Mean Median | Accuracy
Positive True Pos. | 362 | False Neg. 32 394 [0.7672-1.0] | 0.9624 0.9741 0.9188
Negative | False Pos. | 362 | True Neg. | 18,944 | 19,306 | [0.0033-1.0] | 0.5274 0.5258 0.9812

[ 1] & =TolA Aokst Wye] Ay AxE BT 9l fFAF T2 o
gk Hlal Ao F 394l thel vl ARS Tk, 36270 A ZE OIS
2 HEZSAA 3270 90% "] FAIRE BT A AR Bl AT
76.7%, Ht 96.2%, TiEk 97.4% °©]il, A FE L= 91.9% Atk BHOE, A2 g =
2 Alo]o] Hlao A= F 19,3067 Hlale] thal 18,9444 M= ThE R o
2 dAstgon 3640 LRIAAL 90% ol FARE HFrh AR e =z
a3l FAME HE 52.7%0]al TS 52.6%, w4 AEEE 98.1% A AR OE
Aol &5 ez dhsiA 100%5ﬂ TAEE 7H A5 HA vtz Ji—"’-auv o}b}ﬁ
gd el AYd Fdas L 725 e Fd2 5 AYd A5
7t wix v el S5 E%El?iﬂ otk webA, ol A5+ %Wl
T T2y S8y 357 ASEA7] WiEow BA gL

[ 2]ROC =43 AE=-AdE &4 23 (YA =0.1)
[Table 2] ] ROC and Precision Recall Analysis Results of the Experiments with Threshold = 0.1

ROC Analysis Precision Recall Analysis Overall accuracy
True Positive Rate 0.9188 Precision 0.5000 0.9800
False Positive Rate 0.0188 Recall 0.9188
AUC 0.989 AUC 0.521
FAFES] o] B BdS H7hslr] $18] ROC(Receiver Operating Characteristic) =413}
a9} 2] &d S (Precision and recall, PR) J—T’db AAGLe] Wl mE o)X BEF o=
A e s Arlste =2 A9 17]. [ 219 [29 4] 47 ROC 243 AP E-A
d& w4 A4F 2yt Add Ao ROC SAe BojFal lnh A9 Ay Z4A 2
NI = T1 = (lrue positive rate o, o o & (IFalse positive rate T: . 0
7 AAIE 019w FHFA S (True positi te) 91.9%, 9] %Al & (False positive rat 0.19%
2 #AHA AEEet AFES 2 50.0%, 91.9%°] 3L, FAF 20 F A0 gisk A
A A

S = 98.0%e AEEE HoFa Qth. ROC A9l AUC(Area Under Curve)©
09892 A3 $43 A2 HoFYa, AUE-AAEPR) LA AUCE 05212 9
TS BHoFaL glth PR A olA =2 AR
Hele] B ASE7t dolxe AL HAnta Z2 Y fAF T ZERE Q1] 9

122 Copyright © 2023 KCTRS



An Approach to Comparing Java Programs through the Graph Edit Distance with Similar Instruction Matching of Control Flow
Graphs

B ANt duE F Ao FAFIL, o= Q8] AUC ghol ROC el Hls|Aq B
Yehd AL shela 5 ok e PR SHA 070139 E& AARS e Gl
A AEIL delAR AA 0.1 AEN =} FAe] HHe] mda A
Q1% 4 glth mabA, YAk 018 Ak TRoade] FAHS BuEe dAgteR A
A FAT 5 vk AY AR FH f4F =E P A 2z A Ads A
of 58 1ATE FP AL AN B LS noFE AL AT 4

101

0.8 4 -

e
o
L

\

True Positive Rate
b
=
Y
\
\
\

0.2 1 e

d -== Random Classifier
o —— The Proposed Method

0.0

0.0 0.2 0.4 0.6 0.8 Lo
False Positive Rate

[ 4] A} Z2 73 ¥l A3 ROC =41

[Fig. 4] ROC Curve of Comparison Experiments between Java Programs
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[Fig. 5] Precision-recall Curve of Comparison Experiments between Java Programs
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