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Abstract: With the increase in untactable services due to COVID-19, interest in the metaverse is
growing, leading to the development of technologies to access it through VR devices. Accordingly, the
importance of the security of metaverse is rising, and user authentication is one of the most important
security concerns because metaverse continues to use the service with only one authentication. Iris
authentication is the most suitable method for authentication because data is measured based on the
unique characteristics of the user's iris. Small changes in the iris result in significant differentiation,
and if an iris camera is attached to a VR device, obtaining an iris image becomes effortless. Therefore,
when authentication needs to be performed only once, iris authentication is appropriate. However, iris
authentication alone is insufficient for continuous security authentication. This is because it is difficult
to keep your eyes open at all times to periodically generate iris images for continuous authentication.
There is a high probability that noise is present when generating an iris image, which can affect the
accuracy of authentication. At this time, periocular certification is required. Certification around the
eye can be obtained from a long distance, with few restrictions on the cooperation of recognition
subjects, even when some areas of the face are covered by helmets and masks. Therefore, this paper
proposes a technique for continuous authentication using multiple biometrics, including iris and
periocular biometric information. And the potential for utilization is shown through the experimental
results from related studies..

Keywords: Metaverse, VR, Biometrics, Continuous Authentication, Iris Authentication, Periocular
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[Fig. 1] Continuous Authentication Technique Involves Combining Iris and Periocular Biometrics
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